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Note:  Attempt all Sections. In case of any missing data; choose suitably. 

 
SECTION A 

1. Attempt all questions in brief.      2 x 07 = 14 

Q no. Question CO Level 

a.  सुर�ाऔर गोपनीयता म� �ा अ तंरह?ै 

What is the difference between security and privacy? 

CO1 K1 

b.  "सूचना सुर�ा" से �ा ता�य� ह?ै 

What is meant by "information security"? 

CO1 K1 

c.  साइबर कानून का �े� �ाह?ै 

What is the scope of cyber law? 

CO2 K1 

d.  डेटा गोपनीयता का मह! �ा ह?ै 

What is the importance of data privacy? 

CO2 K1 

e.  "िफ़िशगं" को प%रभािषत कर�और एक सामा) उदाहरण द�। 
Define "phishing" and give a common example. 

CO3 K1 

f.  फ ॉर� िसकम� "सिंद0 व2ु की कड़ी" �ा होती ह?ै 

What is the "chain of custody" in forensics? 

CO4 K1 

g.  कॉपीराइटऔर पेट�ट म� �ाअ तंर ह?ै 

What is the difference between copyright and patent? 

CO5 K1 

 

SECTION B 

2. Attempt any three of the following:      07 x 3 = 21 

Q no. Question CO Level 

a. साइबरअ पराधी साइबर हमलो ंकी योजना कैसे बनाते ह7? इसम� शािमल चरणो ं
की 8ा9ा कर� । 
Explain how criminals plan cyberattacks, including the steps involved. 

CO1 K2 

b. एक सगंठन को िकन िविभ; <कार की सुर�ा नीितयाँ लागू करनी चािहए? 

Explain the different types of security policies that an organization 

should implement 

CO2 K2 

c. DoS और DDoS हमले कैसे काय� करते ह7और उनके सभंािवत <भाव �ा ह7? 

Explain how DoS and DDoS attacks work and their potential 

consequences. 

CO3 K2 

d. िडिजटल फ ॉर� िसक जाचं (Digital Forensic Investigation) म� "सिंद0 व2ु 
की कड़ी का मह>स मझाएँ। 
Explain the importance of the chain of custody in digital forensics 

investigations. 

CO4 K2 

e. िकसी सगंठन म� सूचना सुर�ा नीित की आवAकता �ो ंहोती ह?ै 

Explain the need for an Information Security Policy in an organization 

CO5 K2 
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SECTION C 

3. Attempt any one part of the following:     07 x 1 = 07 

Q no. Question CO Level 

a. साइबरअ परािधयोBंाराउपयोगकीजानेवालीिविभ;सामािजकइजंीिनय%रंगतकनी
कोकंावण�नकर� । 
Describe the various social engineering techniques used by 

cybercriminals. 

CO1 K2 

b. बॉटनेटकासाइबरअ पराधऔरऑनलाइनसुर�ापर<भावसमझाएँ। 
Explain the impact of botnets on cybercrime and online security. 

CO1 K2 

4. Attempt any one part of the following:     07 x 1 = 07 

Q no. Question CO Level 

a. वDैीकृतदुिनयाम�साइबरकानूनोकंोलागूकरनेम�आनेवालीचुनौितयोपंरचचा�कर� । 
Discuss the challenges in enforcing cyber laws in a globalized world. 

CO2 K2 

b. िडिजटलयुगम�बौGHकसपंदाअ िधकारोकंामह>समझाएँ। 
Explain the importance of intellectual property rights in the digital age. 

CO2 K2 

5. Attempt any one part of the following:     07 x 1 = 07 

Q no. Question CO Level 

a. बफ़रओवरJलोकाशोषणकरनेकेिलएउपयोगकीजानेवालीिविधयोकंावण�नकर� । 
Describe the methods used to exploit buffer overflows. 

CO3 K2 

b. साइबरअ पराधम�<ॉKीसव�रऔरगुमनामकरनेवालेउपकरणो ं (Anonymizers) 

केउपयोगकोसमझाएँ। 
Explain the use of proxy servers and anonymizers in cybercrime. 

CO3 K2 

6. Attempt any one part of the following:     07 x 1 = 07 

Q no. Question CO Level 

a. िडिजटलफ ॉर� िसकजीवनचLकेिविभ;चरणोकंोसमझाएँ। 
Explain the different stages of the digital forensics life cycle. 

CO4 K2 

b. नेटवक� फ ॉर� िसककेिलएउपयोगकीजानेवालीिविधयोकंावण�नकर� । 
Describe the methods used for network forensics. 

CO4 K2 

7. Attempt any one part of the following:     07 x 1 = 07 

Q no. Question CO Level 

a. एकसगंठनकोिकनिविभ;<कारकीसाइबरसुर�ानीितयाँलागूकरनीचािहए? 

Explain the different types of cyber security policies that organizations 

should implement. 

CO5 K2 

b. एक8ापकसाइबरसुर�ानीितकोिवकिसतकरनेऔरलागूकरनेकी<िLयाकोसम
झाएँ। 
Describe the process of developing and implementing a comprehensive 

cyber security policy. 

CO5 K2 

 


